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agency information will not be re-
leased prior to coordination with the
other agency involved.

(i) Requesting or obtaining access to
records under false pretenses is a viola-
tion of the Privacy Act and is subject
to criminal penalties.

§326.7 Procedures for collection.

(a) To the maximum extent prac-
tical, personal information about an
individual will be obtained directly
from that individual.

(b) Whenever an individual is asked
to provide personal information, in-
cluding Social Security Number (SSN)
or a personal identifier, about himself,
a Privacy Act Statement will be fur-
nished that will advise him of the au-
thority (whether by statute or by Exec-
utive Order) under which the informa-
tion is requested, whether disclosure of
the information is voluntary or manda-
tory, the purposes for which it is re-
quested, the uses to which it will be
put, and the consequences of not pro-
viding the information.

(c) When asking third parties to pro-
vide information about other individ-
uals, NRO employees will advise them:

(1) Of the purpose of the request, and

(2) That their identities and the in-
formation they are furnishing may be
released to the individual unless they
expressly request confidentiality. All
persons interviewed must be informed
of their rights and offered confiden-
tiality.

§326.8 Procedures for requesting ac-
cess.

(a) Request in writing. An individual
seeking notification of whether a sys-
tem of records contains a record per-
taining to him, or an individual seek-
ing access to records pertaining to him
which are available under the Privacy
Act, shall address the request in writ-
ing to the Privacy Act Coordinator,
National Reconnaissance Office, 14675
Lee Road, Chantilly, VA 20151-1715. The
request should contain at least the fol-
lowing information:

(1) Identification. Reasonable identi-
fication, including first name, middle
name or initial, surname, any aliases
or nicknames, Social Security Number,
and return address of the individual
concerned, accompanied by a signed
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notarized statement that such informa-
tion is true under penalty of perjury
and swearing to or affirming his iden-
tity. An unsworn declaration, under 28
U.S.C. 1746, also is acceptable. In the
case of a request for records of a sen-
sitive nature if the PA Coordinator de-
termines that this information does
not sufficiently identify the individual,
the PA Coordinator may requests addi-
tional identification or clarification of
information submitted by the indi-
vidual.

(i) In addition, an alien lawfully ad-
mitted for permanent residence shall
provide his Alien Registration Number
and the date that status was acquired.

(ii) The parent or guardian of a minor
or of a person judicially determined to
be incompetent, or an attorney re-
tained to represent an individual, in
addition to establishing the identity of
the minor or person represented as re-
quired in this part, shall provide evi-
dence of his own identity as required in
this part and evidence of such parent-
age, guardianship, or representation by
submitting a certified copy of the mi-
nor’s birth certificate, the court order
establishing such guardianship, or the
representation agreement which estab-
lishes the relationship.

(2) Cost. A statement of willingness
to pay reproduction costs. Processing
of requests and administrative appeals
from individuals who owe outstanding
fees will be held in abeyance until such
fees are paid.

(3) Record sought. A description, to
the best of his ability, of the nature of
the record sought and the system in
which it is thought to be included. In
lieu of this, a requester may simply de-
scribe why and under what cir-
cumstances he believes that the NRO
maintains responsive records; the NRO
will undertake the appropriate
searches.

(b) Access on behalf of the individual. If
the requester wishes another person to
obtain the records on his behalf, the re-
quester will furnish a notarized state-
ment or unsworn declaration appoint-
ing that person as his representative,
authorizing him access to the record,
and affirming that access will not con-
stitute an invasion of the requester’s
privacy or a violation of his rights
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under the Privacy Act. The NRO re-
quires a written statement to author-
ize discussion of the individual’s record
in the presence of a third person.

§326.9 Procedures for disclosure of re-
quested information.

(a) The PA Coordinator shall ac-
knowledge receipt of the request in
writing within ten working days.

(b) Upon receipt of a request, the PA
Coordinator shall refer the request to
those components most likely to pos-
sess responsive records. The compo-
nents shall search all relevant record
systems within their cognizance and
shall:

(1) Determine whether a responsive
record exists in a system of records.

(2) Determine whether access must be
denied and on what legal basis. An in-
dividual may be denied access to his
records under the Privacy Act only if
an exemption has been properly
claimed for all or part of the records or
information requested; or if the infor-
mation was compiled in reasonable an-
ticipation of a civil action or pro-
ceeding.

(3) Approve the disclosure of records
for which they are the originator.

(4) Forward to the PA Coordinator all
records approved for release or nec-
essary for coordination with or referral
to another originator or interested
party as well as notification of the spe-
cific determination for any denial.

(c) When all records have been col-
lected, the PA Coordinator shall notify
the individual of the determination and
shall provide an exact copy of records
deemed to be accessible if a copy has
been requested.

(d) When an original record is illegi-
ble, incomplete, or partially exempt
from release, the PA Coordinator shall
explain in terms understood by the re-
quester the portions of a record that
are unclear.

(e) If access to requested records, or
any portion thereof, is denied, the PA
Coordinator shall inform the requester
in writing of the specific reason(s) for
denial, including the specific citation
to appropriate sections of the Privacy
Act or other statutes, this and other
NRO regulations, or the Code of Fed-
eral Regulations authorizing denial,
and the right to appeal this determina-
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tion through the NRO appeal procedure
within 60 calendar days. The denial
shall include the date of denial, the
name and title/position of the denial
authority, and the address of the NRO
Appeal Authority. Access may be re-
fused when the records are exempt by
the Privacy Act. Usually an individual
will not be denied access to the entire
record, but only to those portions to
which the denial of access furthers the
purpose for which an exemption was
claimed.

§326.10 Procedures to appeal denial of
access to requested record.

(a) Any individual whose request for
access is denied may request a review
of the initial decision within 60 cal-
endar days of the date of the notifica-
tion of denial of access by appealing
within the NRO internal appeals proc-
ess. If a requester elects to request
NRO review, the request shall be sent
in writing to the Privacy Act Coordi-
nator, National Reconnaissance Office,
14675 Lee Road, Chantilly, VA 20151-
1715, briefly identifying the particular
record which is the subject of the re-
quest and setting forth the reasons for
the appeal. The request should enclose
a copy of the denial correspondence.
The following procedures apply to ap-
peals within the NRO:

(1) The PA Coordinator, after ac-
knowledging receipt of the appeal,
shall promptly refer the appeal to the
record-holding components, informing
them of the date of receipt of the ap-
peal and requesting that the compo-
nent head or his designee review the
appeal.

(2) The record-holding components
shall review the initial denial of access
to the requested records and shall in-
form the PA Coordinator of their re-
view determination.

(3) The PA Coordinator shall consoli-
date the component responses, review
the record, direct such additional in-
quiry or investigation as is deemed
necessary to make a fair and equitable
determination, and make a rec-
ommendation to the NRO Appeals
Panel, which makes a recommendation
to the Appeal Authority.

(4) The Appeal Authority shall notify
the PA Coordinator of the result of the
determination on the appeal, who shall
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